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Abstract: As the usage of online educational applications is 

growing rapidly day by day, cyber security has become a global 
widespread issue. Due to the covid pandemic, everything is going 
on the web so it becomes important to know about cyber security 
assaults. A lot of research has been carried out for the 
determination of awareness of cybersecurity among school 
university students. Various learning strategies and procedures 
are developed to enlighten the students to be aware of cyber 
security in the modern teaching era during the covid pandemic. 
This paper aims to gather and highlight these techniques and 
methodologies in a solitary distribution. An in-depth study of these 
learning strategies paves the way for further planning and 
creation of new technologies by merging already existing 
techniques. Moreover, new Internet of Things (IoT), as well as 
machine learning tools and techniques can be embedded in the 
above strategies. 

 
Keywords: cyberattacks, cybercrimes, cybersecurity awareness, 

learning strategies, online teaching, students. 

1. Introduction 
In the online teaching era, the web has become the major 

source to exchange information among students due to the 
covid pandemic. The online exchange of digital information is 
sometimes compromised using cyberattacks [3]. A cyberattack 
is an illegal preliminary to acquire unapproved access to a 
device, an environment, or a network. The reason for a 
cyberattack is to destroy, disable, control, or steal the data 
related to these frameworks [24]. As the students make use of 
online teaching technologies the most, there are a greater 
number of chances for them to get vulnerable to cyberattacks 
[6]. Consequently, India has got the second position in the top 
five cyberattacked countries in the year 2020 as per the report 
of Data Security Council of India (DSCI) [25]. To reduce the 
risks of cyberattacks, it is necessary to provide awareness of 
cybersecurity among the students. 

Cybersecurity is the safeguard to the privacy or security of 
the computer interfaces and systems [24]. In modern digital life, 
awareness and knowledge about cybersecurity attacks are 
endless, however, one must be trained to protect sensitive and 
confidential data [19]. Unfortunately, school or university 
students suffer from a lack of awareness concerning  

 
cybersecurity attacks and the means to rectify them.  A lot of 
researchers have worked in this discipline to assess the 
awareness about cybersecurity among the students and found 
an unsatisfactory level of awareness about cybersecurity 
awareness [1, 3, 6, 16, 19, 23, 24]. The current study aims to 
highlight the recent learning techniques and methodologies 
used by various researchers for cybersecurity awareness. The 
remainder of the paper is structured as follows: Section 2 
provides an overlook of previous studies related to awareness 
of cybersecurity among university and school students. Section 
3 depicts the methodology adopted during the study. Section 4 
reviews some learning techniques and methodologies used in 
past studies. Further, Section 5 presents the answers to research 
questions framed in section 3.   In the end, Section 6 concludes 
the paper and provides some recommendations for further work 
to increase the awareness regarding cybersecurity in the modern 
teaching era. 

2. Literature Review 
Cybersecurity is the ability to protect and defend the use of 

cyberspace from cyber-attacks [17]. In a survey, seven lakh 
cybercrimes were disclosed all over India as of August 2020, 
however, a critical increment of about four lakh cybercrimes 
was observed afterward as compared to the previous year [21]. 
Although, more than half of Indian youth don’t have even a 
little bit idea about how to deal with cyberattacks [26]. To 
determine the level of awareness about cybersecurity among 
university or school students, a lot of researchers have worked 
in this discipline [3, 6, 7, 16, 19, 20, 22, 24]. The literature 
review comes up with a glance at related studies of various 
methodologies and techniques to improve cybersecurity 
awareness. 

Further, Ronald et al. [8] conducted a study to test the 
effectiveness of cybersecurity competitions by providing a 
virtual learning environment to students, and it was observed 
that the use of workshops and lectures can improve the 
effectiveness of cybersecurity competitions. Although, Sreejith 
et al. [4] conducted a questionnaire-based survey through a 
gaming approach. The results showed that the students’ 
participation was good and the approach was helpful with good 
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learning outcomes. 
Jones et al. [15] conducted interviews with 44 cybersecurity 

professionals to identify the knowledge, skills, and ability 
required to perform the job of cybersecurity. Furthermore, the 
researchers utilized a game-based learning methodology to 
increase the interest and awareness about cybersecurity which 
was found to be more enjoyable and interesting for male 
students than female students [14]. Abbas and Moallem [19] 
evaluated the cybersecurity awareness among the students in 
the public universities of California and it was found that the 
students lacked in the knowledge of basic principles of security. 

Moreover, Gabra et al. [10] carried out a case study using a 
questionnaire-based methodology to identify the level of 
cybersecurity awareness among university students in Nigeria. 
The results indicated that the students lack in the basic 
knowledge of cybersecurity and recommended to conduct 
cybersecurity awareness programs by the university to improve 
the cybersecurity awareness level. Although, Vykopal et al. [5] 
proposed a KYPO4INDUSTRY: training facility to teach 
cybersecurity by providing a course syllabus. As per findings, 
this methodology was helpful for students to practically learn 
about threats, to develop an educational cybergame, and to 
improve their soft skills during various public presentations. 

Lorenz and Kikkas [18] discussed pedagogical and ethical 
challenges to developing critical thinking in cybersecurity. The 
user evaluation method was used to conduct the study which 
helped to provide new knowledge about cybersecurity among 
students. Furthermore, Carames and Lamas [9]   proposed a 
practical use-case-based teaching methodology that provided 
an introduction to the basics of IoT cybersecurity for future 
developers. 

Further, Pang et al. [27] conducted a survey on internet usage 
and cybersecurity awareness among the students of three age 
groups between 8 years and 21 years. The results further show 
that the majority of the students lacked the knowledge of 
cybersecurity tools for tablets and smartphones. Moreover, 
Ahmad et al. [2] proposed a roadmap for cybersecurity 
education which will be helpful for the universities to choose 
the best approach for their degrees. 

The majority of the researchers have focused on the 
evaluation of the level of cybersecurity awareness and the 
course content of cybersecurity awareness programs; however, 
no effort was made to describe all these techniques and 
methodologies in a solitary distribution. The current paper aims 
to enlighten some previous methodologies and techniques 
designed by various researchers. 

3. Methodology 
Review methodology provides an overlook of the review 

process as in figure 1. The authors used Google Scholar, 
Science Direct, ResearchGate, and Web of Science to collect 
and extract data with the help of meta keywords such as 
Cybersecurity awareness, among students, teaching era, 
Learning Strategies for cybersecurity awareness. The research 
data is searched only for the years from 2015 to 2021. A total 
of 55 papers are retrieved: 15 from Google Scholar, 10 from 
Science Direct, 20 from Research Gate, and 10 papers from 

Web of Science. However, only 25 papers are selected for the 
current review: 8 from Google Scholar, 4 from Science Direct, 
8 from Research Gate, and 5 papers from Web of Science. 
Furthermore, only English language articles are selected and 
relevant information related to the current study is extracted 
from the search engines. Two categories of papers are found 
during the collection and extraction process. The first category 
papers are related to the evaluation of cybersecurity awareness 
whereas the second category of paper is concerned with the 
improvement of cybersecurity awareness among students. The 
total count of first category papers is 12 whereas the number of 
research papers belonging to the second category is 13. After 
extracting the specific papers, the following research questions 
are framed: 

RQ1: Which learning strategies for Cybersecurity awareness 
are found in literature? 

RQ2: Which learning Strategy for Cybersecurity awareness 
is found most suitable as per the literature? 

RQ3: What is the status of cybersecurity awareness among 
students as per the literature? 

RQ4: What are the remedial plans to improve cybersecurity 
awareness among students?  

 

 
Fig. 1.  Review methodology 

4. Recent Learning Strategies Used for Cybersecurity 
Awareness 

There exist various learning strategies for the evaluation as 
well as improvement of cybersecurity awareness.  
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Fig. 1.  Learning strategies for cybersecurity awareness 

A. Questionnaire-Based Survey 
Questionnaire-based survey methodology is the 

cybersecurity awareness evaluation approach. This is a survey 
method used to collect information about the cybersecurity 
awareness level. Three types of modes are available for this 
kind of approach: open-ended, closed-ended, and mixed-mode. 
An open-ended mode consists of the detailed description of the 
answer to a specific question whereas a closed-ended mode 
consists of multiple-choice questions. Although, a mixed-mode 
comprises the combination of open-ended and closed-ended 
modes. A questionnaire-based survey may be con- ducted 
online as well as offline. This methodological approach can 
help to improve the level of cybersecurity awareness based on 
the answers by the respondents. Pang et al. [27] used a 
questionnaire- based survey approach to evaluate the level of 
awareness among the students of age between18-21 years. The 
questionnaire was related with awareness about the basic terms 
like firewall, privacy, tracker, browser, antivirus, phishing, 
security warning, installation and use of security software, 
security issues of tablets and mobile devices as well as on 
security bleaches sources [27]. Recently, a questionnaire-based 
survey approach was implemented to evaluate the basic concept 
of cybersecurity trust, privacy, password-related issues, and 
cybersecurity awareness program [10, 11]. 

B. Interviews with Cybersecurity Professionals 
This methodological approach is the cybersecurity awareness 

improvement approach. This is the smart approach to finding 
the solutions to various issues related to cybersecurity. Jones et 
al. made use of interviewing approach [15]. This approach was 
based on cyber defense and helped determine what KSAs 
(knowledge, skills, and ability) are required to resolve 
cybersecurity-related problems [15]. The researchers asked 
three types of questions during the interview: demographic, 
KSA, and open-ended questions [15]. The demographic 

questions were related to the analysis of computer network 
defense, its infrastructure support, incident response, 
vulnerability evaluation, and management [15]. The second 
category questions were concerned with the importance and 
learning of KSA. The open-ended questions were asked about 
the usage of cyber-related tools [15]. 

C. Gamification 
This methodology is used to evaluate as well as improve 

cybersecurity awareness. Game-based learning is also known 
as learning for fun [4]. To evaluate the cybersecurity awareness 
level among students, an innovative and excellent approach is 
called the gamification approach. This is a game- based 
learning methodology where the educational games are 
designed to learn and perform various cybersecurity tasks [5, 
13]. The Gamification approach allows learners to play the 
game by following some set of instructions and giving reviews 
about the game [5]. Through this learning method, the learner 
will be able to learn about how to deal with cyberattacks. A 
four-level gaming approach was proposed to learn about 
cybersecurity [4]. The first level was the test of basic 
programming skills, the second level was related to web 
application security, the third level was concerned with 
application security, and the last fourth level was associated 
with forensics and reverse engineering [4]. Furthermore, an 
innovative game-based learning methodology was 
implemented for cybersecurity education in the PNW Gen 
Cyber camp [14]. This methodology is comprised of four 
modules: social engineering and information security concept, 
secure online behavior game, cybersecurity defense tower 
game, and 2D Gen Cyber card game [14]. The performance of 
students in the game was measured by a five-point Likert scale 
in the range from 5 (strongly agree) to 1 (strongly disagree) 
[14]. This methodological approach was an excellent platform 
for knowledge enhancement in cybersecurity concepts, 
understanding the first principles of cybersecurity, increasing 
cybersecurity awareness, and inspiring them to build their 
careers in the field of cybersecurity [14]. 

D. Lectures and Presentations 
Lectures and presentations methods are the cybersecurity 

awareness improvement approaches. These are the most 
commonly used methods to aware the students of the basic 
concepts of cybersecurity and to enhance their soft skills by 
making presentations. By using this approach, the students will 
be able to protect, identify and solve the issues related to 
cybersecurity [12]. A hands-on learning methodology was 
employed for students to learn and implement the concepts of 
cybersecurity [8]. This methodology also offered students to 
practice network configuration and defense by providing a 
virtual network based on Virtual Machines [8]. In this approach, 
students presented interactive lectures and presentations based 
on the previously learned concepts of cybersecurity for new 
students [8]. This learning approach encouraged the students to 
build their virtual machines with some kind of vulnerabilities 
and inspire them to identify and rectify such kinds of issues [8]. 
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E. Workshops and Courses 
This is the most effective approach for the evaluation and 

improvement of cybersecurity awareness. Several workshops 
can be conducted to train the students by following some course 
syllabus in the field of cybersecurity. This methodology 
provides a virtual learning environment to introduce, apply and 
solve cybersecurity-related problems [2]. Vykopal et al. [5] 
proposed a training facility named KYPO4INDUSTRY to 
employ a testbed for hands-on way ICS cybersecurity teaching. 
It was a novel university course to teach about ICS domain 
threats, to design an educational cyber game, and to enhance 
their soft skills [5]. Furthermore, Gupta et al. [12] introduced a 
course on AI-assisted Malware Analysis. This course aimed to 
introduce malware attack stages, to represent malware 
knowledge, to collect malware data, to identify a feature, to 
identify malware, to classify malware, and also to learn about 
the latest malware research topics and case studies [12]. 
Moreover, a roadmap was presented to provide cybersecurity 
education by introducing the basic concepts of cybersecurity, 
implementing these concepts in other fields, and using multiple 
approaches to solve cybersecurity problems [2]. This approach 
was helpful for the universities to choose the best approach for 
their degrees in the field of cybersecurity [2]. 

5. Results and Analysis 
This section aims to provide the answers to the research 

questions framed in Section 3. These research questions are 
answered based on the results of the data collected from the 
existing literature and presented in Table 1.  

6. Conclusion 
Cybersecurity has become the major issue in the digital cyber 

world as it is safeguarding the security and privacy of the data 
and computer system itself. It is necessary to beware of 
cyberattacks and also about how to prevent sensitive 
information from these cyber threats. As per the studies 

reviewed, the cybersecurity awareness among the university 
students is at far and there is also a lack of cybersecurity 
awareness improvement programs conducted by the university 
organizations. The current study aims to review different 
techniques used by past studies to improve cybersecurity 
awareness among students. The gaming approach is found most 
suitable among all other learning strategies. It is proposed that 
new techniques and methodologies can be further planned and 
created by merging already existing techniques. Moreover, new 
IoT, as well as machine learning tools and techniques can be 
embedded in the above strategies. 
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